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Transformation of UK Counter-Terrorism Policy Post-9/11:
Balancing Security, Liberty, and Emerging Threats
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Abstract: The United Kingdom's counter-terrorism policy has undergone
significant transformation since the events of 11 September 2001. The scale and
nature of the terrorist threat posed by extremist groups, particularly from Islamic
radicalism, prompted an overhaul of both legal frameworks and security measures.
This paper assesses the extent to which these changes have reshaped the UK's
approach to counter-terrorism. Key developments include the introduction of anti-
terrorism legislation such as the Terrorism Act 2000 and subsequent updates,
including the Prevention of Terrorism Act 2005 and the Counter-Terrorism and
Security Act 2015. These laws expanded government powers to detain, monitor, and
restrict individuals suspected of involvement in terrorism. Additionally, the
establishment of specialized security agencies and increased collaboration with
international partners has strengthened intelligence gathering and response.
However, these measures have also raised concerns over civil liberties, the balance
between security and privacy, and the effectiveness of preventive strategies. This
paper explores the evolving nature of UK counter-terrorism policies, examining
their impact on national security, individual freedoms, and the broader societal
context in which they are implemented, arguing that while significant progress has
been made, ongoing challenges remain in adapting to emerging threats.
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Introduction

The attacks of 11 September 2001 were a turning point in counter-terrorism strategy
globally and in the United Kingdom in particular. In this essay, an attempt has been
made to evaluate the extent of change in counter-terrorism policy in the UK since the
9/11 attacks. The question will focus on how the UK government has been able to
adjust its measures as well as its policies due to changing terrorist threats, available
technologies, as well as changes in the internal as well as international polity. The essay
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will begin by providing a pre-9/11 counter-terrorism policy in the UK to establish the
context against which comparison is possible. This will be followed by an overview of
the immediate outcomes of 9/11, which will include the legislative, security, and related
policy reform that occurred in the immediate aftermath of the attacks. One of the
sections will discuss the state and reforms of the United Kingdom’s counter-terrorism
policy and practice, or the CONTEST strategy, as it has gone through changes of
emerging threats. In addition, the essay will examine the increase of technology
features and surveillance measures in counter-terrorism, concerning how
improvements in these fields have impacted policy development. Domestic
radicalization and the UK approach to internal security threats will also be examined,
as will counter-terrorism as a global issue, the UK as part of global coalitions, and the
impact of international conflicts. The essay will proceed with discussing the contention
that despite the dramatic changes in the UK counter-terrorism policy after 9/11, several
issues remain important today: the struggle between security and civil liberties, and the
efficiency of the counter-terrorism policies implemented. Thus, in this context, the
essay will compare and contrast the complete counter-terrorism strategy of the UK and
identify its opportunities and challenges.

Methodology

The study employs a qualitative research approach, combining document analysis to
assess the transformation of UK counter-terrorism policy since 11 September 2001.
Key UK legislation, government strategy documents (e.g., CONTEST), parliamentary
reports, and policy papers from 2001 to the present are systematically reviewed to
identify shifts in legal frameworks, institutional structures, and strategic priorities. The
analysis focuses on three key periods: post-9/11, post-7/7 (London bombings), and
post-ISIS emergence (2014 onward). Data is thematically analyzed using a
comprehensive literature review-based paper on sociological aspects of the global
context. All data was collected from scholarly, historical evidence research,
Monographs, scholarly writings, document studies, journals, newspapers, and internet
sources.

Historical Context: UK Counter-Terrorism Pre-9/11

As stated in the report by the GOV.UK (2024) Before 2001, the UK’s counterterrorism
approach was domestic. This was owing to the numerous threats posed by home-grown
terrorist groups and related organizations, such as the Irish Republican Army (IRA with
links to the war in Northern Ireland. To combat terrorism, the government of the United
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Kingdom set down several institutional and legislative actions, among which the
fundamental Act was the Prevention of Terrorism Act (PTA) 1974 (GOV.UK, 2024).
The Act was passed in response to the latest bombing in Birmingham in November
1974, which resulted in one of the worst terrorist attacks at that time in the United
Kingdom, where 21 people died and 182 others were injured (Burke, 2021, pp. 233-
252).
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Figure-1: Worst Terrorist Attacks in Terms of Fatalities in the United Kingdom
1970-2024
Source: (Statista, 2024)

According to the report by Statista (2024), it was found that with 270 fatalities, the
downing of Pan Am Flight 103 over Lockerbie, Scotland, in December 1988 was the
most significant terrorist assault to hit the United Kingdom since 1970. Two were
linked to Islamic extremism, while seven of the ten deadliest terrorist acts in the UK
were associated with the problems in Northern Ireland. The Manchester Arena
bombing in May 2017, which killed 23 people, and the London 7/7 bombings in 2005,
which Killed 56 people.

According to the study by Morag (2023, pp. 26-42), the PTA provided vast power to
law enforcement agencies in areas such as arresting suspects and detaining them for up
to seven days without being taken to court. It also facilitated the banning of other
organisations associated with terrorism, like the IRA and the Ulster Defence

279



The Jahangirnagar Review: Part I1: Social Sciences, Vol. 49, No. 2. June-2025

Association (Wood, 2021, p. 5). However, measures were taken, and they were
condemned because advocates considered them an infringement of the people’s civil
liberties, especially the Irish community, as the laws targeted those most. During the
1980s and the 1990s, the United Kingdom regularly encountered a range of terrorist
issues: one of them was in 1984 when the previous Prime Minister of the country,
Margaret Thatcher, came under attack in a bombing at the Brighton hotel; five people
died in that explosion. As per the new report by Ramos (2024), there was also the 1996
Manchester bomb, which exploded and caused over £700 million in damages, but the
quantitative loss of lives was zero because people had been evacuated earlier.

Immediate post-9/11 Responses

According to the report by CFR.ORG (2021), the UK and other countries'
counterterrorism policies underwent a sea change as a result of the 9/11 attacks. The
Anti-Terrorism, Crime, and Security Act 2001 (ATCSA), introduced as a quick fix,
significantly increased the government's authority to deal with the alleged danger of
international terrorism (Gov. UK, 2023). Important clauses were the authority to freeze
financial assets associated with terrorism and imprison foreign people accused of
terrorism without trial (Kilibarda and Gaggioli, 2023, p. 20). These actions
demonstrated a change in counterterrorism tactics towards more proactive and pre-
emptive ones. According to the study by Rees and Xu (2024. p, pp. 156-171), the UK
has supported the US-led “war on terror” by providing military and intelligence support
for operations in Afghanistan and then in Irag. As of 2002, the UK had contributed
more than 3,000 troops to NATO’s International Security Assistance Force in
Afghanistan, which proves its firm stand against international terrorism (Palmer, 2023).

International cooperation emerged as one of the central attributes of UK policies after
the 9/11 events. The cooperation with NATO, the UN, and the EU provided an
understanding of how to share intelligence data and respond to new challenges (NATO,
2024). For example, as per the report by the UN.org (2019), the UK supports the UN
Security Council Resolution 1373, which demanded that member states make terrorism
financing a crime and improve border security (UNSC, 2001). EU cooperation also laid
the foundation for the new system of European Arrest Warrants to streamline the
extradition of terrorism suspects within the states of the union (European Commission,
2023). Globally, the UK more than doubled its surveillance capacities domestically.
Another law that changed its use was the Regulation of Investigatory Powers Act 2000
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(RIPA), initially passed for e-surveillance, but was regularly used for communications
(Derbyshire Dales.gov.uk, 2020).

According to the report by Justice.org.uk (2024), the Newton Committee of Privy
Counsellors, tasked with reviewing ATCSA in 2003, made significant objections to
Part 4. However, it was not in the House of Lords ruling in the Belmarsh case in
December 2004 that the indefinite detention system was declared to violate Articles 5
and 14 ECHR. Human rights groups, however, criticised these actions, claiming that
the ATCSA's detaining of detainees without trial was a violation of their civil freedoms.
Later, in 2004, the European Court of Human Rights declared that these detentions
violated the European Convention on Human Rights (ECHR) (Coe. int, 2024).

To conclude, in the immediate aftermath of the September 11th, 2001 attacks, Britain
reacted promptly at the legislative level, increasing its counter-terrorism cooperation
on the international level and expanding the use of surveillance, thus strengthening the
subsequent years' debate on security's relationship with liberty.

Development of the UK’s Counter-Terrorism Strategy: CONTEST

According to the report by Gov. UK (2023), The UK’s CONTEST strategy, first
introduced in 2003, is a comprehensive approach to counter-terrorism built on four
pillars: There are four significant approaches Pursue, Prevent, Protect, and Prepare.

Prevent
Pursue

To stop people
becomingterroristsor
supportingterrorism

To stopterrorist
attacks

Protect
Prepare

To strengthen our
protectionagainsta
terroristattack

To mitigatethe impact
of a terrorist attack

Figure-2: Four Pillars of the UK’s Counter-Terrorism Strategy: CONTEST
Source: (Procedures, 2019)
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The four pillars of response to terrorism concentrate on threat reduction, each focused
on providing adequate security measures and preventing terroristic threats from
infringing on civil rights. These set-out strategies of CONTEST are not individualistic
but are the constituents of a single framework, and success in one particular strategy
hinges on the other three strategies. The success of the strategy is a result of how the
four pillars support one another in practice. For example, intelligence acquired under
Pursue is used in implementing prevention interventions, while protection measures are
contemplated based on threat analysis from both pillars. It is a process that has
progressed over the years with a focus on digital cooperation among various agencies
after events such as the Manchester Arena bombing, for which the subsequent
investigation pointed to issues in the sharing of intelligence among the security
departments. In addition, the strategy requires the active participation of several
agencies, including M15, the counter-terrorism police force, local governments, and
other non-governmental organisations, making the implementation process very
complicated when practised throughout the country.

Pursue: Disrupting Terrorist Activities: The Pursue pillar entails identifying the
execution of terrorist activities by intelligence, police work, and legal processes, for
example, as per the report by the GOV.UK (2024), there have been 15 domestic terror
strikes since the beginning of 2017, while law enforcement and agencies have thwarted
39 late-stage schemes. Unfortunately, these terrorist actions have shown that the public
may target a wide variety of public places and events. The Counter-Terrorism and
Border Security Act 2019 extended policing capability and authority, for example, by
enabling the detention of persons suspected of doing activities in a hostile state (Jusue,
2021, p. 45).

Prevent: Tackling Radicalization: Prevent tries to prevent hostility incubation by
finding people prone to radicalization. The Prevent Duty was implemented in 2015,
under which organizations in the public sector had to identify individuals at risk and
work with them, as per the report by the GOV.UK (2023) The Prevent Programme had
6,817 referrals in the year that ended on March 31, 2023, a 6.4% increase over the year
before. Since the first reported period of the program in 2015/16, this was the third-
highest number of referrals. Nevertheless, Prevent has been described as the
institutionalization of growing Islamophobia and the attenuation of other forms of
extremism.
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Protect: Strengthening Infrastructure Security: The Protect pillar utilizes defense
capabilities to protect infrastructure, domains, citizens, and borders. Some include
higher security levels in airports and the installation of barriers around transport means
in densely populated areas. As of the report by Gtlaw.com (2024), The Protect Duty,
The Terrorism (Protection of Premises) Bill 2024 was presented to Parliament on
September 12. The purpose of the Bill, which is commonly referred to as "Martyn's
Law", in honour of Martyn Hett, one of the 22 victims of the 2017 Manchester Arena
bombing, is to enhance organizational readiness for terrorist attacks and protective
security at public events throughout the United Kingdom.

Prepare: Emergency Response and Resilience: The Prepare pillar guarantees that a
proper response and attack recovery is possible in the UK. This involves familiarization
exercises with the rescue teams and popularising outros such as Run, Hide, and Tell.
For instance, per the report by Counter Terrorism Policing (2024), the UK collaborates
with MI5 and other partners to gather data and proof to stop terrorist plots and assist in
prosecuting those responsible. Eleven regional counterterrorism units (CTUs) and
intelligence units (CTIUs) are located around the United Kingdom.

CONTEST has adapted its threats, such as internet radicalization and more funding for
cybersecurity projects. However, according to the study by Malone and Strouboulis
(2021, p.5), it fails to confront domestic extremism appropriately and unfairly targets
ethnic populations. In addition, there are still concerns regarding the government’s
respect for civil rights, as new RIPA and other legislation powers to carry out
surveillance were issues of great concern to organizations such as Liberty.

Therefore, CONTEST has proven successful in preventing attacks and raising
resilience; thus, further reforms are needed regularly regarding ethical issues and
emerging threats.

Role of Technology and Surveillance in Counter-Terrorism

The UK relies more on intelligence and, primarily, sophisticated technology as core
components of counter-terrorism. According to Politics.co.uk (2022), there are more
than 5.2 million CCTV cameras in the United Kingdom today, making the country one
of the most monitored in the world, with public authorities providing enormous
coverage opportunities in public areas. Further, face recognition systems have been
installed in airports and other valuable domains to detect and track dangerous
individuals. According to the report by UNICRI and UNCCT (2021, p.25), Big data,
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digital technologies, and Al have become more critical in counter-terrorism. For
instance, in a report by Goodwin (2016), GCHQ’s Karma Police scans the World Wide
Web to look for activities of interest. These tools allow intelligence agencies to analyze
roughly terabytes of information daily, a significant advance on previous capabilities
in threat detection and prevention. However, there is an enormous increase in legal and
ethical concerns due to the expansion of surveillance. The Investigatory Powers Act
2016, also known as the ‘Snooper’s Charter’, formally endowed intelligence agencies
with additional powers that permitted the collecting and storing of information on
persons, including the interception of bulk data (Boukalas, 2020, p 12). While a study
by Lock (2023, p 75) asserts that these measures are important national security
sources, critics confirm that they negatively intrude on privacy and human rights apart
from the ECHR. As per the new report by Ali (2020), Major issues relate to a judgment
of the 2018 UK High Court ruling in the same year that some sections of the Act were
unlawful, especially the bulk data interception, which lacked sufficient protection
measures. Furthermore, facial recognition technology has been criticized by the police;
in trials, some have been proven to have an inaccuracy rate of 48% and 62% (Raposo,
2023, p.57). Although technology has dramatically improved the UK's
counterterrorism capabilities, balancing security and individual liberties is still tricky
and calls for constant review and changes.

Counter-Terrorism in the Context of Domestic Radicalization

The issue of domestic radicalization has evolved as a central emphasis in the UK’s
counter-terrorism strategy since the events of 9/11. Although there is still a threat of
international terrorism in today’s world, the increase of homegrown radicalism has
become a focus of policy change to prevent radicalization in the territory of the UK.
Domestic radicalization is a process of recruitment of young and vulnerable
individuals, to the extent that they become involved in terrorist activities. The UK has
therefore advanced its counter-terrorism strategy in effectively intervening in these
early stages of radicalization. The July 7, 2005, attack in London by four home-grown
al-Qaeda operatives underlined the increased home-grown terrorist risk. In this respect,
the UK government launched the Prevent strategy in 2007 as one of the four pillars of
its counter-terrorism strategy, the CONTEST. Prevent aims to stop radicalization
before it happens to certain people and organizations, and key focuses are on the
communities for educational establishments, colleges, and religious institutions. A
study by Choudhury (2021, pp. 30.33), the official UK Home Office stated that the
Prevent program had received 4,000 referrals per year between 2015 and 2020, and
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there was a significant increase in the number of people referred for Islamist and right-
wing extremism suspicion. As stated in the report by the GOV.UK (2024) Before 2023,
the UK government's 2019 disclosures indicated that 22% of referrals to the Prevent
program were triggered by Islamist issues while 16% were due to far-right issues
(GOV.UK, 2023). This has shown that radicalization within the domestic context has
expanded the risk factors, saying that radical right-wing extremism has become of
major concern in recent years. Recent movements from far-right groups like the English
Defence League and Britain First, high-profile attacks like the Christchurch Mosque
attack in 2019, and the recent Reading knife incident in 2020 also make a strong case
for both Islamist and right-wing extremism risk in the UK to be addressed by the
counter-terrorism strategy. However, critics have accused such policies, such as those
in the Prevent program, of profiling; in essence, discriminating against certain
communities, especially Muslims, can foment prejudice. The change of focus towards
domestic radicalization has significantly shifted the UK’s counter-terrorism strategies,
aiming to address threats before they manifest into violent acts.
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Figure-3: The Number of Terrorist Attacks in All Countries from 1998 to 2017
Source: (Hu et al., 2019.p.2)

Terrorism is a critical global issue, and acts of terrorism affect national security, social
cooperation, and economic growth. An international study of terrorist attacks done in
2017 further showed that the brighter the colour in the map, the more attacks in the
country, and therefore, countries that experience frequent terrorism have more social
disorder and damage. Terrorism can take lives through violent means, and through the
use of threats, it affects the political and economic life of a country. Within the
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framework of domestic radicalization, counter-terrorism policies in the UK have more
frequently focused on those who extremists may potentially groom. The extension of
the scope of action against radicalization inside the country began in 2005 after the act
of terrorism in London on 7/7 (Hu et al., 2019. pp.2.5). Intervention is intended to delay
or prevent the onset of the illness, especially with social, school and/or religious
affiliations in mind such as the Prevent program. Information indicates growing
diversification of radicalization where Islamic State and Neo-Nazi have been noted as
mayjor threats. New emerging threats are reflected in the rising Referral rates of Prevent
from 2015 to 2020, showing the dynamics of domestic terrorism threats. However,
controversies continue regarding the possible negative stereotyping effects level, in
particular about Muslim people.

Global and Geopolitical Dimensions

London and Great Britain are some of the key targets of international terrorism; it is
impossible to discuss counter-terrorism measures only within the framework of the
country’s internal problems or its relations with other states. Kilcullen (2022, pp.3.5)
found that the organization of terrorism and terrorist networks has made it mandatory
for the UK to internationalize and join forces with partners in NATO, the United
Nations, and the EU. Post 9/11, the war on terror was tagged on the UK’s policies,
especially the military campaigns in Afghanistan and Irag. They were meant to disrupt
the source and support terrorist operations while at the same time igniting further
discussions on their impact on the region’s geopolitical landscape, extremism, and
instability. The fight against terrorism is addressed extensively by the United Nations,
which has its Counter-Terrorism Committee and various legal instruments initially laid
down by the 2006 UN Global Counterterrorism Strategy.
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Figure-4: Global Counter-Terrorism at the United Nations
Source: (Roele, 2022)

The UK has agreed with the policies of International Relations Emphasis on
multilateralism. However, various factors like varying objectives of leading powers and
shifts to the new foreign policy vector of Great Britain after Brexit have quite often
posed obstacles in achieving agreed international cooperation. The UK also faced
repercussions of international conflicts, as well. Information obtained from MI5 shows
that by 2023 UK is at risk from over 3000 people with links to international terrorism,
indicating that geopolitics continues to play a role in local security. For example, the
Syrian war had approximately hundreds of Britons who arrived in the country to join
the extremist groups, complicating counter-terrorism (Ustiin, 2022, pp.43.45). The UN
is a convening power in counter-terrorism governance, which itself illustrates the
complex dynamics of counter-terrorism cooperation on the international level.
Governance models of this kind while categorized by experts, networked or
algorithmic. The UN, in promotional materials for its Counter-Terrorism Week,
presents itself as the clearinghouse of collective initiatives while maintaining the tenor
of global cooperation alongside concerns over polarization and broader challenges in
addressing terrorism through a globally cohesive strategy. Therefore, counter-
terrorism presence in the UK belongs to the wider complex of geopolitical relations
determining international conflicts and chosen forms of governance. However, there
are differences in concerns and efforts regarding the imperative of flexibility in
combating terrorism internationally.
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Effectiveness and Challenges of UK Counter-Terrorism Policy

UK counter-terrorism strategies have proven competent in this regard by distinguishing
emerging threats and preventing large-scale attacks in the past few years. The
innovative and practical CONTEST strategy developed in 2003 and elaborated step by
step is based on the four formalized approaches of anti-terrorism which are Prevent,
Pursue, Protect, and Prepare (Islam, 2020. pp.54.55). It is important to highlight one
of the successes identified by the CENTRA committee of efficiently stopping terrorist
plots due to improvement in the exchange of information as well as cooperation
between agencies. The Prevent strategy, which focuses on the causes of radicalisation,
is also partly effective, though lately more emphasis is placed on education and
communities. Similarly, advances in technology have supported the achievement of the
Protect and Prepare by enhancing surveillance and critical infrastructure. Efforts like
the Counter-Terrorism Internet Referral Unit (CTIRU) have been very instrumental in
pulling down radical material online pulled down since 2010. However, the UK has
issues, notably as explained in this paper. The Prevent strategy has been criticised for
branding the Muslim communities and eroding their trust; the process of identifying
radicals and rehabilitation of the individuals involved turns into a problem. In addition,
the advancement of terror tactics and techniques, such as using cyberspace and
stochastic communication, is a constant concern for law enforcement and intelligence
services. The relationship between national security and civil liberties. Acts like the
Investigatory Powers Act 2016 commonly known as the Snooper’s Charter have
brought the questions of the right to privacy to the limelight since the very broad
surveillance is considered unethical and unlawful (Viola, 2021. pp.34.35).
Globalization of terrorism has rendered counter-terrorism measures at the domestic
level apprehensive due to the presence of transnational terrorist networks and foreign
fighters. For the UK to continue being effective in counter-terrorism, the government
needs to counter these challenges by encouraging people's participation, embracing the
new innovative technology, and making sure counter-terrorism policies do not infringe
on but protect human rights, and at the same time, enhance security.

Discussion and Critical Analysis

The paper delivers great awareness of general changes in the UK counter-terrorism
policies after the 9/11 event. It is also appropriate to think about the weaknesses of the
argument that has been made in the essay. The analysis relies extensively on the
legislative and strategic changes, for instance, on the CONTEST strategy, while it
failed to provide a proper critical examination of the assumptions that underpinned
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these policies. For example, the Prevent strategy is presented as a new preventative
practice and also as a radical measure (Heath-Kelly, 2020, pp.101.102). The
implications of prejudice and racism inherent in its practices, as perceived by the
Muslim community. This limitation renders a precise assessment of the effectiveness
of the strategy impossible. The essay is entirely built around famous cases of terrorism
and the well-known threats the world is exposed to, like the risk of Islamism or far-
Right radicalization, but it seems to dedicate considerably less time to newer types of
terrorism, like eco-terrorism or cyber-terrorism. The examination of counter-terrorism
cooperation internationally also identifies a lack of engagement in critically analyzing
the UK’s role on an international level. The essay does indeed present Brexit as well
as changing geopolitical realities, which may have eroded the Baig (2021. pp.12.15)
stated that UK’s standing in such large associations as NATO or the UN, although these
potential negative impacts are introduced only marginally. The essay confronts the
question of whether national security should be prioritized before civil liberties, but the
arguments of Paige do not seem to give enough attention to the viewpoint of the
opposition. For example, it is noteworthy that the Investigatory Powers Act discussed
in the guide is considered a controversial piece of legislation; the detailed examination
of the ethical issues concerning surveillance and privacy may enhance the analysis.
This brings us back to the key point of appreciating that there are very significant
limitations with existing research approaches for assessing the effectiveness and
consequences of the UK’s counter-terrorism policies.

Conclusion

This article has looked at how counterterrorism strategy in the UK has changed after
9/11, emphasizing important shifts in operational, strategic, and legislative
frameworks. It charted the change from pre-9/11 strategies that prioritized internal
concerns, such as terrorism linked to the IRA, to a more all-encompassing and
international strategy after 9/11. The UK's dedication to tackling changing threats via
intelligence, de-radicalization, and readiness was demonstrated by enacting laws like
the Anti-Terrorism, Crime, and Security Act 2001 and creating the CONTEST strategy.
Additionally, increasing technology and monitoring have improved counterterrorism
capabilities, but not without raising moral questions about civil rights and privacy.
Throughout this analysis, it has become evident that there have been positives,
including a stop to terror attacks and increased preparedness. On the downside, there
have been negatives, including erosion of public confidence, controversies of Prevent,
and limited reach towards new terror threats, including cyber-terrorism. Although UK

289



The Jahangirnagar Review: Part I1: Social Sciences, Vol. 49, No. 2. June-2025

policies have largely shifted to the post 9/11 security paradigm, controversy
surrounding their ethical and societal implications persists. This essay must thus
reconcile itself to the reality that it cannot delve deeper into more significant global
issues or counter-terrorism and migration policies. Subsequent research might explore
current and potentially more successful approaches for counter-radicalization and using
new technology in the fight against terrorism. Altogether, it is impossible not to see
that the UK policies are as elaborate and nuanced, though as much a compromise
between national security and civil liberties.
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